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Chainalysis: A Blockchain Analytics Company
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2022
Jan. Mar. Apr. May Oct.June July Aug. Sep.

Ronin Bridge 
hack $600M

Convex 
Finance, 
DeFiSaver, 
Allbridge DNS 
Attacks $229K

Ribbon 
Finance DNS 
Attack $350K

Polygon 
RPC DNS 
Attack

Fantom RPC 
DNS Attack

BAYC Discord 
Hack $357K

DeeKay 
Twitter hack 
$150K

NounsDAO 
Twitter hack

Keyboard 
Monkey 
Twitter hack

Jenkins the 
Valet Twitter 
hack

Curve Finance 
DNS Attack 
$620K

Nomad 
Bridge hack 
$190M

Beeple 
Twitter Hack 
$438K

SpiritSwap 
DNS Attack 
$18K

Celer cBridge 
BGP hijack 
$240K

MM.Finance 
DNS Attack 
$2M

Saddle 
Finance 
oracle exploit 
$11M

Beanstalk 
oracle exploit 
$182M

Rare Bears 
Discord hack 
$800K

Deus Finance 
oracle exploit 
$3M

Doodles 
Discord hack 
$87K

KLAYswap 
BGP hijack 
$1.9M

Wormhole 
Bridge hack 
$320M

Pudgy 
Penguins 
rug pull $2M Balloonsville 

rug pull 
$560K

Doodled 
Dragons rug 
pull $30K

LCX hack 
$6M

Wintermute 
hack $160M

CoinDCX 
Twitter hack 
$110K

Feb.

Horizon 
Bridge hack 
$100M

BNB Chain 
Bridge hack 
$110M



Nation State Adversaries

Section 1



Chainalysis has identified 42 DPRK hacks since 2016

~$2.7B hacked funds 
investigated

Kucoin largest hack in 
2020 - $275M stolen

Ronin hack - biggest 
single hack to date

~30% of all hacked value 
went to DPRK since 2017

https://go.chainalysis.com/2021-Crypto-Crime-Report.html



https://go.chainalysis.com/2021-Crypto-Crime-Report.html





Lazarus Is Not The Only 
Coordinated Adversary

Section 2



Compromised dapp front ends via vulnerable 
web2 infrastructure

Compromised Discord servers



Off-chain analysis

● Traditional incident response analysis

● What system was compromised?

● How was that system compromised?

● Infrastructure used

On-chain analysis

● What is the payload?

○ Token approval phishing

○ Seed phrase phishing

○ Eth_sign phishing

● Fund movement post attack

○ Consolidation of funds pre/post mix

○ Distinctive laundering patterns

Identifying Coordinated Campaigns



Case Study: USDT Approval Mining Scam

Section 3



Receive Voucher
Liquidity Mining

Receive

0x…..

MINING

Get 200% APY
Zero risk

Funds stay in your wallet



My account

Total Output               1690 USDT

Record

2022-10-11              60 USDT

2022-10-10              60 USDT

2022-10-09             60 USDT

Apply rewards

mining-scam.com



~$83M reported stolen 
from October 2021 to October 2022

60+ scammer addresses reported

Identified off-chain coordination, including use of the same 
domains and a focus on mobile users

Created Dune Analytics dashboard to make reported 
information publicly available



Reported 
Scammer 
Addresses 



Identifying
Patterns Reported scam addresses 

granted approval to move 
victim tokens

Initial gas funding 

Observed phishing script 
testing pattern

Additional addresses 
receiving victim approvals

Consolidation point



Mapping The 
Scam Network

Newly identified addresses 
receiving token approvals 
from victims

Identified addresses

● 91 addresses phishing for 
approvals from victims

● 879 addresses receiving 
likely victim funds via 
transferFrom 

● >11,000 new potential 
victim addresses



Recipient of stolen 
Tether

Recipient of
Stolen 
Tether



Initial
Movements 



Consolidation 



Movement 
to 
Exchanges 



Deposits
to
Exchanges
 



$143M additional stolen value identified 
($227M in total)

375 additional potential scam approvers

$1.2B
Value sent to cash-out points at exchanges

Identified repeated recipient addresses across scam approvers 
that indicate coordinated efforts



Community Collaboration

Section 4



How can we raise costs 
for bad actors?

Data sharing 
from victims & 

incident 
response firms

Blockchain 
analytics

Private-
Public 

collaboration

Sharing 
research to 

identify 
trends
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