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Just a normal day in web3…









A typical web3 interaction nowadays is *still* a 

YOLO-Signing nightmare



✅   Fully verified on Sourcify
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Natspec

https://docs.soliditylang.org/en/develop/natspec-format.html

“Ethereum Natural Language Specification Format (NatSpec)”

https://docs.soliditylang.org/en/develop/natspec-format.html


Natspec
contract Wallet { 

….

    /// @dev Allows to swap/replace an owner from the Safe with another address.

    ///      This can only be done via a Safe transaction.

    /// @notice Replaces the owner `oldOwner` in the Safe with `newOwner`.

    /// @param prevOwner Owner that pointed to the owner to be replaced in the linked list

    /// @param oldOwner Owner address to be replaced.

    /// @param newOwner New owner address.

    function swapOwner(

        address prevOwner,

        address oldOwner,

        address newOwner

    ) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html
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Natspec
contract Wallet { 

….

    /// @dev Allows to swap/replace an owner from the Safe with another address.

    ///      This can only be done via a Safe transaction.

    /// @notice Replaces the owner `oldOwner` in the Safe with `newOwner`.

    /// @param prevOwner Owner that pointed to the owner to be replaced in the linked list

    /// @param oldOwner Owner address to be replaced.

    /// @param newOwner New owner address.

    function swapOwner(

        address prevOwner,

        address oldOwner,

        address newOwner

    ) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html

Parameters
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Natspec: Dynamic Expressions

@notice Replaces the owner `oldOwner` in the Safe with `newOwner`

Becomes:

Replaces the owner  0xcC60F45e0507032036033b361d3a6457b9F0283D 

in the Safe with 0x83D0360050703233b361d3a6457b9F2cC60F45e0



Where to find userdoc (@notice) and devdoc (@dev)?



In Solidity Contract Metadata:
https://docs.soliditylang.org/en/latest/metadata.html

https://docs.soliditylang.org/en/latest/metadata.html
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Solidity Contract Metadata

JSON file generated by the Solidity compiler which contains… metadata:

● ABI
● Userdoc + devdoc
● Compilation info
● Source file info

How to interact with the contract?}
} How to reproduce a contract compilation?
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Solidity Contract Metadata

 

● The compiler takes the IPFS hash of the metadata file and appends to the 
bytecode alongside the compiler version.

ipfs://QmWTqspM5B1quNvdhXbS6TbXzyLZ5cUGHnTV8ZWJPqrQqj



Try it out in Playground:  playground.sourcify.dev

https://playground.sourcify.dev
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As a contract developer:

1) Use NatSpec documentation
2) Source code verification on Sourcify



What is source code verification?





Source Code Verification

● Smart contract code lives in bytecode on the blockchain
● Not human-readable, machine readable

???
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Source Code Verification

Compilation Settings

0x60806040526004361062
00010b5760003560e01c80
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8063addd50991162000069
578063addd509914620002
d1578063d0e30db0146200
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bytecode eth_getCode(“0x011fDBf...64cc90BB26D0C”)

0x60806040526004361062
00010b5760003560e01c80
6379ba5097116200009b57
8063addd50991162000069
578063addd509914620002
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000305578063dce0b4e414
62000327578063f2...

match?
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        Full / Perfect Match = bytecode + metadata match (compilation fingerprint)

Source Code Verification



        Partial match = bytecodes match

        Full / Perfect Match = bytecode + metadata match

Full matches cryptographically guarantee the whole compilation including the 
Solidity files are exactly the same as when deployed - even comments, variable 
names etc.

How?

Source Code Verification
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QmWTqspM5B1quNvdhXbS6TbXzyLZ5cUGHnTV8ZWJPqrQqj

encoded

match?



QmWTqspM5B1quNvdhXbS6TbXzyLZ5cUGHnTV8ZWJPqrQqj

encoded

Partial match



How to verify?



sourcify.dev UI



API



API

docs.sourcify.dev

https://docs.sourcify.dev


Tooling

@wighawag/hardhat-deploy

$ hardhat --network mainnet sourcify

https://github.com/wighawag/hardhat-deploy


Tooling

Remix Plugin



Tooling

Foundry



Automatic Verification

● i.e. Monitor
● Catches contract creations 
● Tries to fetch 

1) Metadata
2) Source files from IPFS

● Metadata file contains source file IPFS hashes too

● Automatically compiles and verifies
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As a contract developer:

1) Use NatSpec documentation
2) Publish (pin) metadata and source files on IPFS

If you publish on IPFS we verify for you! 🎉



Contract repository

● Served over HTTP (repo.sourcify.dev) and IPFS

● We pin the verified contract source files and metadata so that they are 

accessible by decoding the bytecode. 

● IPNS updated regularly 

● /ipns/repo.sourcify.dev 

https://repo.sourcify.dev
https://ipfs.io/ipns/repo.sourcify.dev
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What is the goal again?
Function
depositETH(address,address,uint)

Arguments
pool:0xd9Db270c1B5E3Bd161E8c8503c55c
EABeE709552

onBehalfOf:0x68b3465833fb72A70ecDF48
5E0e4C7bD8665Fc45

referralCode:0
decode with

ABI JSON

0x474cf53d0000000000000000000
000007d2768de32b0b80b7a3454c0
6bdac94a69ddc7a90000000000000
000000000000283d0360cc60f45e0
50703233b361d3a6457b9f0000000
00000000000000000000000000000
0000000000000000000000000000

Human-readable 

description
deposits WETH into the pool 
0xd9Db270c1B5E3Bd161E8c8503c55cEA
BeE709552, on behalf of the account  
0x68b3465833fb72A70ecDF485E0e4C7b
D8665Fc45 using native ETH. A 
corresponding amount of the overlying 
asset is minted



As a wallet developer

1) Fetch metadata 

https://repo.sourcify.dev/contracts/full_match/{chainId}/{address}/metadata.json

https://repo.sourcify.dev/contracts/full_match/11155111/0x2738d13E81e30bC615766A0410e7cF199FD59A83/metadata.json


As a wallet developer

1) Fetch metadata 

https://repo.sourcify.dev/contracts/full_match/{chainId}/{address}/metadata.json

Remember you can get it through the contract bytecode!

https://repo.sourcify.dev/contracts/full_match/11155111/0x2738d13E81e30bC615766A0410e7cF199FD59A83/metadata.json


As a wallet developer

1) Get contract bytecode    eth_getCode(“0x1fa47…b2c53f”)
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Solidity Contract Metadata

JSON file generated by the Solidity compiler which contains… metadata:

● ABI
● Userdoc + devdoc
● Compilation info
● Source file info

How to interact with the contract?}
} How to reproduce a contract compilation?



As a wallet developer

1) Get contract bytecode    eth_getCode(“0x1fa47…b2c53f”)

2) Fetch metadata via the IPFS hash

We pinned it for you!

3) Decode ABI + populate NatSpec comments for the method



✅ Fully verified on Sourcify



Ways to “human-friendliness”

● Sourcify
○ Idea: show human readable descriptions via the NatSpec comments found in the metadata

● EIP-4430 & EIP-3224 
○ Richard Moore (@ricmoo) and Nick Johnson (@arachnid)
○ Idea: Include a eipXXXdescribe function inside the contract  that will  return a human 

readable description
○ Can decode things like an ENS commit(bytes32 hash) but extra data (gas) in contract.

● EIP: Rich Site-Proposed Contract Metadata
○ Dan Finlay (@danfinlay)
○ Idea: The first point of contact with the contract address proposes metadata to the wallet

■ visit app.uniswap.org → receive ABI + method describers from the website → save to the 
wallet

○ Backwards compatible and flexible but not bound to the contract itself



Ways to better UX:

● How many times was this contract interacted with?

● When was this contract deployed?

● Is this contract audited and by whom?

We can do better! 💪



Recap: What is Sourcify?

Technically:

● An open-sourced automatic smart contract verification service (Monitor)
● A user interface (UI) , API (Server), and tooling (Plugins) to verify contracts manually
● A public, decentralized content-addressed storage (IPFS) of verified contracts (Repo)

More generally:

● A base layer and public good for other tools to build on top
● An initiative to foster the use of Solidity contract metadata, NatSpec, and full verification
● An ongoing effort to improve smart contract UX, safety, and transparency 



Thank you
sourcify.dev

ethereum/sourcify

@sourcifyeth

Matrix chat: #ethereum_source-verify:gitter.im
sourcify.dev

https://sourcify.dev

