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Just a normal day in web3...



DETAILS DATA

FUNCTION TYPE Contract Interaction

HEX DATA: 196 BYTES

0x85f6d155000000000000000000000000¢
0000000000000000000000000000000800
000000¢  00000000000000009d6a65c94edcc3asss:
ca7fd4d96dfa0e000000000000000000000
000000C  140000000000000000000000000001 €185
000000C¢ c494dc667a6b18fdeca5db32d070edcs52d1
000000¢  120fb1b0350e74bcc000000000000000000
0000000000000000000000000000000000
staticExt  7468657265756d2d6265726c6962000000!
, 000000000000000000000
staticExt

P vs:

¥ rssMetadata:

0x51de7d3b489197787214c5466653447352ebf
36915fe9cd80a85f8f444c3387a
0x6c4e18807799c9b84326502aafc2c1é66bceel
3c99be74alalbc72a4adeb26fc3b
0x51de7d3b489197787214c5466653447352ebf
36915fe9cd80a85f8f444c3387a

New address detected! Click here to add to yo
address book.

https://opensea.io

0x7f2...38E5 : ATOMIC MATCH_ @

@ ¢o02

361,23 €

DETAILS DATA HEX

FUNCTION TYPE: Atomic Match_ (Address(l
Uint256[18], Uint8[8], Bytes, Bytes, Bytes, B'
Bytes, Bytes, Uint8[2], Bytes32(5])

» addrs:
P uints:
» feeMethodsSidesKindsHowToCalls:

calldataBuy:

ALALOANIAAAAAANAAANNANANNANANNAAN

( New address detected! Click here to add to your address book. ]

https://gov.element.fi

0x5ae...b966 : CONTRACT INTERACTION @

0,00€

DETAILS DATA HEX

FUNCTION TYPE: Contract Interaction

proof:
0x1dd85c68a812963b7889151911054ebc98101e43564c2f5b88a923a30eabdff
blePecfa0f5460d2e1779a8c1c0c9482c6328c5358184cc780a2f8d3e2f7e4bf
21dael51fbf20b577b215301ac87c89b7fb32541047564b27f2f18a8c222e70752
416867f33c8a6738de9627dbd405e9bfcd039d78b9120c8f8f605bea7d0ebéb
24dbaa858eced?f0d9f4c22725b44e819bba563aaea046024f2342e4355d41
6c2588483fa3ab875e6facdee244e8cbdObcd2bab2albl9cea4311fede4b82
944925e0463ccb3b70f?bb4f20c030a6b9398ecadéd8af8356dcfc20a5ade
e7764552d37e2d8f720bdfé6d4c7faa3eb97fa34fa20bb462b488491c408a94
Oac5a3c5427fdebedd85cfaa754de7e609bd1b1289b3deaa92f0088692b740
ac9237822ed17f41039943f68695cd77577c760f9246f03595741bebbeObfd8ca
9ce40fb15100b17d7cfe986a2c0c7c2a2ebé6f86ec5a01c85393e1f940d403080
33427606532d9fd4fe70017490a8455cddabaa93c6d48999e328db796a671f

. ARendeledR1A1200AA7AaheNR7FRAFAhRQarfRAQRERNR7ARANARAANRIRR20A~AN

i



DETAILS DATA

uddress book. ]

FUNCTION TYPE Contract Interz

45

000000(
000000¢
000000(
000000C(
00000 C=AR
staticExt 74686 2f5b88a923a30eabdff
0 U(] 0 (} ( \ C78002f8d392f794bf
staticExt : Ly ' ‘ 27£2f1808c222670752
> vs: c8f8f605bea7d0ebbb
46024f2342¢4355d41
¥ rssMetadata: b19cea4311fede4b82
hf8356dcfc20a5ad
0x51de7d3b48919 clecrasade
. k2b488491c408a94
36915fe9cd80a85 ] ba92f0088692b740
0Ox6c4el8807799cY ey 7c7609246f03595741bebbeObfd8ca
3c99be74alalsc72d o OT015100b17d7cfe986a2c0c7c2a2eb66f86ec5a01c85393e1f940d403080
27606532d9fd4fe70017490a8455cddabaa®3c6d48999e328db796a671f
0x51de7d3b48919 ° € apfoveddabaarse € °

nde1~AR1A1209AAA7AheNR7FRAFahR0a~rfRAQREKNAR7aRRANARANRIRR2Q4A~aN
calldataBuy:

r..nzonmnnnnnnnnnnnnﬁnnnnnhnnnnnnhf\nnn

36915fePcd80a85f8f



DETAILS
S

000000(¢
000000(¢
000000(¢

000000¢
88a923a30eabdff
> : _ ) 0a2f8d3e2f7e4bf
staticExt ‘ — >f18a8c222670752
‘ 8f605bea7d0es6b
, ~ )24f234264355d41
¥ rssMetadata: > : ca43lifededbs?2
S o - \ 3356dcfc20a5ade
=5 b488491c408a94
' 192f0088692b740

staticExt

P vs:

27606532d9fd4fe70017490a8455cddabaa93c6d48999e328db796a671f
nde1~AR1A1209AAA7AheNR7FRAFahR0a~rfRAQREKNAR7aRRANARANRIRR2Q4A~aN

0x51de7d3b48919

36915fe9cd80a85f8f calldataBuy:

r..nz BANLIAANANAAANAAAAAANAAAAAANAAAAAAA




A typical web3 interaction nowadays is *still* a

nightmare



@ sourceverify. > @ 0x0893..c54F
40

DETAILS DATA

FuNCTION TYPE: Contract Interaction

HEX DATA: 196 BYTES

0x85f6d1550000000000000000000000000000000
00000000000000000000000000000008000000000
00000000000000009d6a65c94e9cc3a588ac782e0c
ca7fd4d96dfa0e0000000000000000000000000000
000000000000000000000000000001e1855885¢84
c494dc667a6b18fdeca5db32d070edc52d1781b84b
120fb1b0350€74bcc0000000000000000000000000
00000000000000000000000000000000000000f65
7468657265756d2d6265726c696e0000000000000
000000000000000000000

Reject Confirm

. Source Verify Ac... = ‘ registrar.eth

[ CALLING FUNCTION |

40

DETAILS DATA

FUNCTION: register(string name, uint duration)
ARGUMENTS:

name: "meetup-berlin.eth”
duration: 1 year

DESCRIPTION:
Registers the domain “meetup-berlin.eth™ for "1 year’,
show source

Fully verified on Sourcify

Reject Confirm




What can you do to achieve this...
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...as a smart contract developer? ...as a wallet developer?
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As a contract developer:

1) Use NatSpec documentation
2) Source code verification on Sourcify



As a contract developer:

1) Use NatSpec documentation
2) Source code verification on Sourcify



Natspec

https://docs.soliditylang.org/en/develop/natspec-format.html

“Ethereum Natural Language Specification Format (NatSpec)”


https://docs.soliditylang.org/en/develop/natspec-format.html

Natspec

contract Wallet {

/// @dev Allows to swap/replace an owner from the Safe with another address.

/// This can only be done via a Safe transaction.

/// @notice Replaces the owner ‘oldOwner  in the Safe with ‘newOwner'.

/// @param prevOwner Owner that pointed to the owner to be replaced in the linked list
/// @param oldOwner Owner address to be replaced.

/// @param newOwner New owner address.

function swapOwner (
address prevOwner,
address oldOwner,
address newOwner

) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html



Natspec

contract Wallet {
Developer Documentation

/// @dev Allows to swap/replace an owner from the Safe with another address.

/77 This can only be done via a Safe transaction.

/// @notice Replaces the owner ‘oldOwner  in the Safe with ‘newOwner'.
/// @param prevOwner Owner that pointed to the owner to be replaced in the linked list
/// Qparam oldOwner Owner address to be replaced.
/// @param newOwner New owner address.
function swapOwner (
address prevOwner,
address oldOwner,
address newOwner

) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html



Natspec

contract Wallet {

/// @dev Allows to swap/replace an owner from the Safe with another address.

. , , User Documentation
This can onlx be done via a Safe transaction.

/// @notice Replaces the owner ‘oldOwner  in the Safe with ‘newOwner'.

/// @param prevOwner Owner that pointed to the owner to be replaced in the linked list
/// Qparam oldOwner Owner address to be replaced.
/// @param newOwner New owner address.
function swapOwner (
address prevOwner,
address oldOwner,
address newOwner

) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html



Natspec

contract Wallet {

/// @dev Allows to swap/replace an owner from the Safe with another address.
/77 This can only be done via a Safe transaction.

/// @notice Replaces the owner ‘oldOwner  in the Safe with ‘newOwner'. Parameters

/// @param prevOwner Owner that pointed to the owner to be replaced in the linked list
/// @param oldOwner Owner address to be replaced.

/// @param newOwner New owner address.

function swapOwner (
address prevOwner,
address oldOwner,
address newOwner

) public authorized {...

https://docs.soliditylang.org/en/develop/natspec-format.html



Natspec: Dynamic Expressions



Natspec: Dynamic Expressions

@notice Replaces the owne4 "oldOwner |in the Safe with "newOwner"




Natspec: Dynamic Expressions

@notice Replaces the owne4 "oldOwner |in the Safe with "newOwner"

Becomes:

Replaces the owne OxcC60F45e0507032036033b361d3a6457b9F0283D

in the Safe with]0x83D0360050703233b361d3a6457b9F2cC60F45e0



Where to find userdoc (@notice) and devdoc (@dev)?



In Solidity Contract Metadata:

https://docs.soliditylang.org/en/latest/metadata.html


https://docs.soliditylang.org/en/latest/metadata.html

Solidity Contract Metadata

Introduced in Solidity v0.4.7 (2016-12-15) but was not picked up by the community



Solidity Contract Metadata

Introduced in Solidity v0.4.7 (2016-12-15) but was not picked up by the community

JSON file generated by the Solidity compiler which contains... metadata:



Solidity Contract Metadata
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Compilation info
Source file info
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Solidity Contract Metadata

Introduced in Solidity v0.4.7 (2016-12-15) but was not picked up by the community

JSON file generated by the Solidity compiler which contains... metadata:

ABI

Userdoc + devdoc
Compilation info
Source file info

} How to interact with the contract?

} How to reproduce a contract compilation?



"compiler": {
"version": "0.7.6+commit.7338295f"

},

"language": "Solidity",

"output": {
2abi s o 1,

"devdoc": { ..}, i
"userdoc": {..}

},

“settings": {
"compilationTarget": { ..},
"evmVersion": "istanbul",
"libraries": {},
"metadata": {..}, // 2
"optimizer": {

"enabled": false,
"runs": 200
},
“remappings": []
},

"sources": {
"contracts/GnosisSafe.sol": { ..},
"contracts/base/Executor.sol": { ..},
"contracts/base/FallbackManager.sol": {..},
“contracts/base/GuardManager.sol”: { ..}

'
Nt rarte /hace /I Mad il aManssar cnl®""e y



"compiler": {
"version": "0.7.6+commit.7338295f"
}
"language": "Solidity",
"output": {
"abit: L1, // 49 items
"devdoc": {..}] // 5 items
"userdoc": {..} // 3 items

’

"settings": {

"compilationTarget": {..}, // 1 ite

"evmVersion": "istanbul",
"libraries": {},
"metadata": {..}, // 2 items
"optimizer": {

"enabled": false,

"runs": 200
},
“remappings": []

},

"sources": {

"contracts/GnosisSafe.sol": {..}, //

"contracts/base/Executor.sol": {..

‘‘‘‘‘

}

2 1

tems

en

"contracts/base/FallbackManager.sol": {..},
"contracts/base/GuardManager.sol”: { ..},

Nt rarte /hace / Mad il aMansmsar cnl M.

g

1



"userdoc": {
*kind": “user®,
"methods": {
"addOwnerWithThreshold(address,uint256)": {
"notice": "Adds the owner “owner’ to the Safe and updates the threshold to ° threshold ."

},
"changeThreshold(uint256)": {

"notice": "Changes the threshold of the Safe to ° threshold ."

},
"disableModule(address,address)": {
"notice": "Disables the module "module’ for the Safe."
"enableModule(address)": {
"notice": "Enables the module "module’ for the Safe."
Y
"removeOwner(address,address,uint256)": {
~ "notice": "Removes the owner “owner® from the Safe and updates the threshold to * threshol
},
"requiredTxGas(address,uint256,bytes,uint8)": {
"notice": "Deprecated in favor of common/StorageAccessible.sol and will be removed in next
},
"swapOwner (BAdress,address,address) @ {
"notice'l: "Replaces the owner “oldOwner’ in the Safe with "newOwner’."
}

|



Solidity Contract Metadata

$ solc --metadata MyContract.sol



Solidity Contract Metadata

truffle compile
cd build/contracts
cat MyContract.json

"contractName": "MyToken",

apd®i [
“metadata”: "{\"compiler\":{\"version\":\"0.8.4+commit.c7e474f2\"}, \"language\":

,\"version\":1}",
“bytecode”: “...

n




Solidity Contract Metadata

$ hardhat compile
$ cd artifacts/build-info
$ cat 901568e56d422blele3f64004cb4dd6e. json
{
"id": "901568e56d422blele3f64004cb4dd6e”,
" format": "hh-sol-build-info-1",
"solcversion": "0.8.6",
"solcLongVersion": "0.8.6+commit.11564f7e",
"input": {
}
"output": {

"contracts": {
"MyContract.sol": {
"MyContract": {

"abi": [
1
"evm": {
3

"metadata": "{\"compiler\":{\"version\":\"0.8.6+commit.11564f7e\"}, \" language\":\"Solidity\",\"outpu!



Solidity Contract Metadata

Contract Bytecode

919050565b600082610b9a57634487b7160€01b81526012600452602481Fd5h500490565h80825b6001808611610bb157
50610bdc565b818704821115610bc357610bc3610cd5565b80861615610bd057918102915b9490941c938002610ba2565b
94509492505050565h600061046860001960Tf851684600082610c0157506001610468565h81610c0e5750600061046856
5b8160018114610c245760028114610c2e57610c5b565b6001915050610468565b601 f841115610c3f57610c3f610cd556
5b6001841b915084821115610¢5557610c55610cd5565h50610468565h50602083106101338310166048410600h841016
1715610c8e575081810a83811115610c8957610c89610cd5565h610468565b610c9b8484846001610b9f565b8086048211
15610cad57610cad610cd5565b02949350505050565b6000816000190483118215151615610cd057610cd0610cd5565b50
0290565b634€487h7160e01b600052601160045260246000 f d f e NI I R A S AR LR

e904deb3aa9b9c8d27eadecafa987583¢c18a6e64736T6c63430008010033



Solidity Contract Metadata

e The compiler takes the IPFS hash of the metadata file and appends to the
bytecode alongside the compiler version.

ipfs://QmNTgspM5BLquNvdhXbS6TbXzyLZ5cUGHNTV8ZINJPgrQq]j

Contract Bytecode

919050565h600082610b9a57634e487h7160e01b8152601260045260481Fd5b500490565b80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc3610cd5565b80861615618pd057918102915b9490941¢c938002610ba2565b
94509492505050565h600061046860001960ff851684600082610c0157508Q001610468565b81610c0e5750600061046856
5b8160018114610c245760028114610c2e57610c5b565b600191505061046835b60FF841115610c3f57610c3f610cd556
5b6001841bh915084821115610¢c5557610c55610cd5565b50610468565h5060208810610133831016604e8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5565b610468565b610cIN3484846001610b9f565b8086048211
15610cad57610cad610cd5565b02949350505050565h6000816000190483118215151@5610cd057610cd0610cd5565b50
0290565b634e487b7160e01b600052601160045260246000f d f VLGNS -k Wilobgl sk ohs o] gilel i AT hacl ol eids e lolsi

e904deb3aa9b9c8d27eadecafa987583¢c18a6e64736T6c63430008010033




Contract 0x5ed4a410A612F2fe625a8F3cB4d70f197fF8C8be on Ethereum Mainnet

@ View on Sourcify M View on Etherscan

Contract Bytecode

919050565b600082610b9a57634e€487b7160e01b81526012600452602481fd5b500490565b80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc3610cd5565b80861615610bd057918102915b9490941c938002610ba2565b
94509492505050565h600061046860001960fF851684600082610c0157506001610468565b81610c0e5750600061046856
5b8160018114610c245760028114610c2e57610c5b565b6001915050610468565b601f841115610c3f57610¢c3f610cd556
5b6001841b915084821115610¢c5557610c55610cd5565b50610468565h5060208310610133831016604€8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5565b610468565h610c9h8484846001610b9F565b8086048211
15610cad57610cad610cd5565b02949350505050565bh6000816000190483118215151615610cd057610cd0610cd5565b50

0290565b634e487b7160e01b6000526011600452602460001 d f VA Nl N LV VA WV N A Rl VAL A R XAl o] v A ELo L4
e904deb3aa9b9c8d27ead4ecafa987583c18a6e6473676c63430008010033)

CBOR decoding
CBOR length: SxBEEVAHEES See on CBOR Playground

"ipfs": "0x122078b530288f1cffe879bb7d9062e904deb3aa9b9c8d27ead4ecafa987583c18a6e",

"solc": "Ox000801"

Solidity compiler version (decoded)
0.8.1 <

Metadata Hash (decoded)
ipfs://QmWTqspM5B1quNvdhXbS6TbXzyLZ5cUGHNTV8ZWIPQrQqj (

Try it out in Playground: playground.sourcify.dev



https://playground.sourcify.dev

%

Solidity metadata.json playground

@ Connected

#1 Ethereum Mainnet Vv
Network list from ethereum-lists/chains
Enter Contract Address or ENS

Click to decode some example contracts:

Synthg_tleMM _ Un[swgp ‘ ENS XMON ShibaSwap 7 PODK Collateralshort SushllSwap LP
on Sourcify no metadata hash metadata on ipfs Optimism Testnet Polygon
BUSD Wonderland DAO some-old-contract
BinanceSC Avalanche without appended CBOR

or paste contract bytecode

4

. oecoe
Try it out in Playground: playground.sourcify.dev



https://playground.sourcify.dev

As a contract developer:

1) Use NatSpec documentation
2) Source code verification on Sourcify



What is source code verification?



@ Etherscan

Eth: $3,570.63 (+3.29%) | B 115 Gwei

£} Contract 0x00000000219ab540356cBB839Cbe05303d7705Fa @

All Filters  ~ Search by Address / Txn Hash / Block / Token / Ens n

Home Blockchain ~ Tokens ~ Resources ~ More ~ O Sign In kK

& CH =5 E8 5

1 For more information about the deposit contract and how to stake, please visit the Eth2 Launchpad or the BeaconScan Explorer. x

Contract Overview Eth2 Deposit Contract £ More Info # @ Moev

Balance: 7,906,082.000069000000000069 Ether @ My Name Tag: Not Available, login to update

Value: $28,229,693,571.91 (@ $3,570.63/ETH) Creator: 0xb20a608c624ca50039... at txn
0xe75fb554e433e03763...

Token: >$736,822.02 £ v B

Transactions Internal Txns Erc20 Token Txns Erc721 Token Txns Contract @ Events Analytics

(el Read Contract = Write Contract

@ Contract Source Code Verified (Exact Match)

Contract Name: DepositContract

Compiler Version v0.6.11+commit.5ef660b1

Optimization Enabled:

Other Settings:




Source Code Verification

e Smart contract code lives in bytecode on the blockchain
e Not human-readable, machine readable

O Search or jump to.. Pull requests Issues Marketplace Explore

& PatrickAlphaC / simple_storage Pubiic ®©Wach 2 ~ % Fork 92 ¥ Star 34

<> Code (© Issues {7 Pullrequests 1 ® Actions [ Projects [0 Wiki () Security |~ Insights

¥ main ~ simple_storage / SimpleStorage.sol Go to file

o PatrickAlphaC init ast commit c515e48 on Jun 9, 2021 (D) History

A 1 contributor

31 lines (22 sloc) 710 Bytes Raw Blame L';l V4 G

- 3 / SPDX-License-Identifier: MIT
pragma solidity >=0.6.0 <0.9.0;
contract SimpleStorage {

uint256 favoriteNumber;

// This is a comment

® 0o~ bh®N

struct People {
11 uint256 favoriteNumber;

12 string name;



Source Code Verification

MyContract.sol

A

Ownable.sol

Al

ERC20.sol

Al



Source Code Verification

il

MyContract.sol

Ownable.sol

Al

ERC20.sol

Al

Compilation Settings

version: "0.8.7+commit.e28d00a7",
optimizer:
enabled: true,

runs:




Source Code Verification

MyContract. sol

A

Recomplle

sounwv
Ownable.sol

Al

ERC20.sol

Al

Comp|lat|on Settings

version: "0.8.7+commit.e28d00a7",
optimizer:
enabled: - true,

runs:




Solidity Contract Metadata

e Compilation info

S
e Source file info } How to reproduce a contract compilation?



Source Code Verification

MyContract. sol

A

Recomplle

sounwv
Ownable.sol

Al

ERC20.sol

Al

Comp|lat|on Settings

version: "0.8.7+commit.e28d00a7",
optimizer:
enabled: - true,

runs:




Source Code Verification

A

Al

Al

MyContract. sol

Recomplle

Ownable.sol

ERC20.sol

ﬁt&f '”

T

Compilation Settings

version: "0.8.7+commit.e28d00a7",
optimizer:

enabled: tr
runs:

Y

bytecode

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
dl1578063d0e30db0146200
0113578063d4eeld901462
000305578063dcelbdedl4
62000327578063f2. ..



Source Code Verification

_\
"SOUDHY

>ettings
it.e28d00a7",

bytecode

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
dl1578063d0e30db0146200
0113578063d4eel1d901462
000305578063dcelb4e4dl4
62000327578063f2. ..



Source Code Verification

_\
"SOUDHY

>ettings
it.e28d00a7",

bytecode

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
dl1578063d0e30db0146200
0113578063d4eel1d901462
000305578063dcelb4e4dl4
62000327578063f2. ..

¢

eth getCode (“"0x011fDBf...64cc90BB26D0C")



Source Code Verification

_\
"SOUDHY

>ettings
it.e28d00a7",

bytecode

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
dl1578063d0e30db0146200
0113578063d4eel1d901462
000305578063dcelb4e4dl4
62000327578063f2. ..

>

v

eth getCode (“"0x011fDBf...64cc90BB26D0C")

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
d1578063d0e30db0146200
0113578063d4eeld901462
000305578063dcelbd4ed14
62000327578063f2. ..



Source Code Verification

_\
"SOUDHY

>ettings
it.e28d00a7",

bytecode

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
dl1578063d0e30db0146200
0113578063d4eel1d901462
000305578063dcelb4e4dl4
62000327578063f2. ..

>

v

eth getCode (“"0x011fDBf...64cc90BB26D0C")

0x60806040526004361062
00010b5760003560e01c80
63790a5097116200009b57
8063addd50991162000069
578063addd509914620002
d1578063d0e30db0146200
0113578063d4eeld901462
000305578063dcelbd4ed14
62000327578063f2. ..



Source Code Verification

Q) Partial match = bytecodes match

() Full/ Perfect Match = bytecode + metadata match

Contract Bytecode

919050565b600082610b9a57634€487b7160e01b81526012600452602481fd5h500490565h80825b6001808611610bb157
50610bdc565b818704821115610bc357610bc3610cd5565b80861615610bd057918102915b9490941c938002610ba2565b
94509492505050565h600061046860001960 f851684600082610c0157506001610468565b81610c0e5750600061046856
5b8160018114610c245760028114610c2e57610c5b565b6001915050610468565b60F841115610c3f57610c3F610cd556
5b6001841b915084821115610c5557610c55610cd5565h50610468565b5060208310610133831016604e8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5565b610468565b610c9b8484846001610b9F565h8086048211
15610cad57610cad610cd5565b02949350505050565b6000816000190483118215151615610cd057610cd0610cd5565b50
0290565b634€487b7160€01b600052601160045260246000 f d f e IRV R A A A G EL

e904deb3aa9b9c8d27eadecafa987583¢c18a6e64736F6c63430008010033



Source Code Verification

Q) Partial match = bytecodes match
&) Full/ Perfect Match = bytecode + metadata match

Contract Bytecode

919050565h600082610b9a57634e487h7160e01981526012600452602481Kd5b500490565bh80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc3630cd5565b80861615610bdq57918102915b9490941¢c938002610ba2565b
94509492505050565h600061046860001960ff841684600082610c0157506000 610468565hb81610c0e5750600061046856
5b8160018114610c245760028114610c2e5761 b565b600191505061046856b60ff841115610c3f57610c3f610cd556
5b6001841b915084821115610c5557610c55610Cd5565b50610468565b5060208%10610133831016604e8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5565b610468565b610cX8484846001610b9f565b8086048211
15610cad57610cad610cd5565b02949350505050565h60008160001904831182151¢@615610cd057610cd0610cd5565b50
0290565b634e487b7160e01b600052601160045260246000f d f eEVLEGENCsRET ik vilobgl sk lohd: o] gilel i K= hAcl ol s s e lolsH

e904deb3aa9b9c8d27eadecafa987583¢c18a6e64736F6c63430008010033




Source Code Verification

Q) Partial match = bytecodes match

) Full/ Perfect Match = bytecode + metadata match (compilation fingerprint)

Contract Bytecode

919050565h600082610b9a57634e487h7160e01981526012600452602481Kd5b500490565bh80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc3630cd5565b80861615610bdq57918102915b9490941¢c938002610ba2565b
94509492505050565h600061046860001960ff841684600082610c0157506000 610468565hb81610c0e5750600061046856
5b8160018114610c245760028114610c2e5761 b565b600191505061046856b60ff841115610c3f57610c3f610cd556
5b6001841b915084821115610c5557610c55610Cd5565b50610468565b5060208%10610133831016604e8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5565b610468565b610cX8484846001610b9f565b8086048211
15610cad57610cad610cd5565b02949350505050565h60008160001904831182151¢@615610cd057610cd0610cd5565b50
0290565b634e487b7160e01b600052601160045260246000f d f eEVLEGENCsRET ik vilobgl sk lohd: o] gilel i K= hAcl ol s s e lolsH

e904deb3aa9b9c8d27eadecafa987583¢c18a6e64736F6c63430008010033




Source Code Verification

Q) Partial match = bytecodes match

) Full/ Perfect Match = bytecode + metadata match

Full matches cryptographically guarantee the whole compilation including the
Solidity files are exactly the same as when deployed - even comments, variable
names etc.

How?



Full/Perfect Verification: How?

MyContract.sol

A

Ownable.sol

bl

ERC20.sol

A



Full/Perfect Verification: How?

Hashed
MyContract.sol ——» (Qxb6ee9d. ..

A

Hashed
Ownable.sol —> (0x41e281...

bl

Hashed
ERC20.sol —>» (0x9fd73f...

A



Full/Perfect Verification: How?

Hashed

A

Hashed

= Ownable.sol — (Ox41e281...
Hashed

= ERC20.sol — 0x9fd73f...

MyContract.sol ——» (Qxb6ee9d. ..

Metadata

"compiler": {..}, L3
"language": "Solidity",
"output": { ..}, te
"settings": {..},
"sources": {
"contracts/MyContract.sol": {
"keccak256": "Oxb6ee9d528b336942dd70d3b41e2811
"license": "GPL-3.0",
"uls™s: [
"bzz-raw://fe52c6e3c04ba5d83edebcclad3ca5fe
"dweb:/ipfs/QmawU3NMIWNWkBauRudYCiFvuFELtTL

1
h

"contracts/Ownable.sol": {..},
"contracts/ERC20.sol": { ..} 3



Full/Perfect Verification:

Hashed
MyContract.sol ——» (Qxb6ee9d. ..

A

Hashed

= Ownable.sol — (Ox41e281...
Hashed

= ERC20.sol — 0x9fd73f...

How?
[ ]
Metadata
{

"sompiler": {..}, |
"language": "Solidity",
"output; { -}, :
"settings™s\ { ..},

"sources": {
"contracts/MyContract.sol": {

"keccak256": "Oxb6ee9d528b336942dd70d3b41e2811
"license": "GPL-3.0",
"uEls®z [

"bzz-raw://fe52c6e3c04ba5d83edebcclad3ca5te
"dweb:/ipfs/QmawU3NM1IWNWkBauRudYCiFvuFELtTL
]
},
"contracts/Ownable.sol": {..
"contracts/ERC20.sol": { ..}

}



Full/Perfect Verification:

Hashed
MyContract.sol ——» (Qxb6ee9d. ..

A

Hashed

= Ownable.sol — (Ox41e281...
Hashed

= ERC20.sol — 0x9fd73f...

How?
[ ]
Metadata
{

"sompiler": {..}, |
"language": "Solidity",
"output; { -}, :
"settings™s\ { ..},

"sources": {
"contracts/MyContract.sol": {

"keccak256" ™ "Oxb6ee9d528b336942dd70d3b41e2811
"ticense": "GPL-3.0",
"Urls: [

"bzz-raw://fe52c6e3c04ba5d83edebcclad3ca5te
"dweb:/1pfs/QmawU3NM1IWNWkBauRudYCiFvuFELtTL
]
},
"contracts/Ownable.sol": {..
"contracts/ERC20.sol":*{ .. }

}



6942dd70d3b41e2811bel0ad473776352009fd73f85604f5ed206",

yd83edebcclad3cd45fad3caad3s5b207f64707atbl7d3aflbefl”,
<BauRudYCiFvuFE1tTLHB98akyBvb9UwWwA"

Metadata



6942dd70d3b41e2811bel0ad73776352009fd73f85604f5ed206",

yd83edebcclad3c45fad3caad3s5b207f64707atbl7d3aflbefl”,
<BauRudYCiFvuFE1tTLHB98akyBvbOUwWwA"

// 3 items
3 1tems

Metadata

IPFS hash

OmWTgspM5Bl1quNvdhXbS6TbXzyLZ5cUGHNTVEZWIPgrQqg]

N\



N

OmWTgspM5BlguNvdhXbS6TbXzyLZ5cUGHNTVE8ZWIPgrQgj



OmWTgspM5BlguNvdhXbS6TbXzyLZ5cUGHNTVE8ZWIPgrQgj

Contract Bytecode

919050565b600082610b9a57634e487h7160e01481526012600452602481fd5b500490565h80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc36100¢5565b80861615610bd057918102915b9490941c938002610ba2565b
94509492505050565h600061046860001960 851684800082610c0157506001610468565b81610c0e5750600061046856
5h8160018114610c245760028114610c2e57610c5h565h8Q01915050610468565b60f f841115610c3f57610c3f610cd556
5b6001841b915084821115610c5557610c55610cd5565h506%0468565b5060208310610133831016604€8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd55650810468565b610c9h8484846001610b9F565h8086048211
15610cad57610cad610cd5565b02949350505050565b600081600020483118215151615610cd057610cd0610cd5565b50
0290565b634e487h7160e01b600052601160045260246000 fd f e RN I A F A e G EL
e904deb3aadhocsd27eadecafad87583c18a6e6473616c63430008010033



Contract Bytecode

500490565b80825b6001808611610bb157 919050565h600082610b9a57634€487b7160e01b815:
)18102915b9490941c938002610ba2565b 50610bdc565b818704821115610bc357610bc3610cd!
510468565b81610c0e5750600061046856 atch? 94509492505050565h600061046860001960f F85168:
5b60f841115610c3F57610c3f610cd556 ' 5b8160018114610c245760028114610c2e57610c5b5:!
3310610133831016604€8410600b841016 5b6001841b915084821115610c5557610c55610cd55!
)c9b8484846001610b9f565h8086048211 ~ 1715610c8e575081810a83811115610c8957610C896:
15151615610cd057610cd0610cd5565b50 15610cad57610cad610cd5565b02949350505050565
0290565b634€487b7160€01b6000526011600452602:

= e904deb3aa9b9c8d27eadecafa987583c18a6e64736



Contract Bytecode

919050565b600082610b9a57634e487b7160e01b815:
50610bdc565b818704821115610bc357610bc3610cd!

500490565b80825b6001808611610bb157
)18102915b9490941¢c938002610ba2565b

510468565b81610c0e5750600061046856 94509492505050565h600061046860001960f F85168:
5b60f841115610c3F57610c3f610cd556 Al 5b8160018114610c245760028114610c2e57610c5b5:!
3310610133831016604€8410600b841016 5b6001841b915084821115610c5557610c55610cd55!
)c9b8484846001610b9f565h8086048211 M 1715610c8e575081810a83811115610c8957610C896:
15151615610cd057610cd0610cd5565b50 15610cad57610cad610cd5565b02949350505050565
0290565b634€487b7160€01b6000526011600452602:

= e904deb3aa9b9c8d27eadecafa987583c18a6e64736



Full/Perfect

il

= MyContract.sol

[

Ownable.sol

bl

ERC20.sol

A

Verification: How?

Hashed
— (Oxbb6eedd...

Hashed
—» 0x41e281...

Hashed
—» 0x9fd73f...

Metadata

“compiler": {..},
"language": "Solidity",
"outputt; { ..},
"settings™\ { .-},
"sources": {
"contracts/MyCantract.sol": {
"keccak256" ™ "Oxb6ee9d528b336942dd70d3b4 1
"ticense": "GPL-3.0",
"urls¥; [
"bzz-raw://fe52c6e3c04ba5d83edebcclads3
"dweb: /1pfs/QmawU3NM1WNWkBauRudYCiFvuF
1
},
"contracts/Ownable.sol": {..},
"contracts/ERC20.sol":*{ .. }



Full/Perfect Verification: How?

. Hashed
= MyContract-diff.sol ——» (xp6ee9d. ..

il

[

Metadata
- Hashed { Nonpilert: =}
= Ownable.sol Ox4le281... "language": "Solidity",
"output¥: {..},
"settings™\ { .-},
Vel "sources": {
E ERC20.sol > 0x9fd73f. .. "contracts/MyCantract.sol": {

"keccak256" " "Oxb6ee9d528b336942dd70d3b4 1
"ticense": "GPL-3.0",
"URls: [
"bzz-raw://fe52c6e3c04ba5d83edebcclads3
"dweb: /1pfs/QmawU3NM1WNWkBauRudYCiFvuF
1
},
"contracts/Ownable.sol": {..},
"contracts/ERC20.sol":*{ .. }



Full/Perfect Verification: How?

. Hashed
= MyContract-diff.sol ——» 0xa2fcils6. ..

il

[

Metadata
- Hashed { Nonpilert: =}
= Ownable.sol Ox4le281... "language": "Solidity",
"output¥: {..},
"settings™\ { .-},
Vel "sources": {
E ERC20.sol > 0x9fd73f. .. "contracts/MyCantract.sol": {

"keccak256" " "Oxb6ee9d528b336942dd70d3b4 1
"ticense": "GPL-3.0",
"URls: [
"bzz-raw://fe52c6e3c04ba5d83edebcclads3
"dweb: /1pfs/QmawU3NM1WNWkBauRudYCiFvuF
1
},
"contracts/Ownable.sol": {..},
"contracts/ERC20.sol":*{ .. }



Full/Perfect Verification: How?

. Hashed
MyContract-diff.sol ——» 0xa2fci1s6. ..

A

Hashed

= Ownable.sol ——» (Ox41e281...
Hashed

= ERC20.sol —> 0x9fd73f...

Metadata
: {~},
"Solidity",
\{~}
"settings"N\{ - },
“sources": {
“contracts/M tract <sol"- {

"keccak256":

"license": "

"urls™s [
"bzz-raw://d83e43c45fe52c6e3cO4ba5eb¢
‘dweb:/ipTs/QmawU3NMIWNWKCiFvu8akyFE]

"Oxa2fcl61e281128b336942dd7

= -

1
},
"contracts/Ownable.sel": {..},
"contracts/ERC20.sol": { ..}



b336942dd70e10a47304f5ed2776352009d3b4bfd73f85606",

23c04baSebcclab207f64707atbad43caad35d17d3aflbefl”,
LFvu8akyFE1tTLBauRudYHB9BvbIUWwA"

Metadata

IPFS hash

OmWTgspM5Bl1quNvdhXbS6TbXzyLZ5cUGHNTVEZWIPgrQqg]

N\



b336942dd70e10a4730415ed2776352009d3b4bfd73185606",

23c04baSebcclab207f64707atbad43caad35d17d3aflbefl”,
1FvuB8akyFE1tTLBauRudYHB9BvbIUWwA"

Metadata

IPFS hash

QmawU3NM1WNWkCiFvu8akyFE1l tTLBauRudYHB9BvbOUWwWA

N\



QmawU3NM1WNWkCiFvu8akyFE1l tTLBauRudYHBO9BvbOUWwWA

Contract Bytecode

919050565b600082610b9a57634e487h7160e01481526012600452602481fd5b500490565h80825h6001808611610bb157
50610bdc565b818704821115610bc357610bc36100d5565b80861615610bd057918102915h9490941c938002610ba2565b
94509492505050565h600061046860001960 f851684800082610c0157506001610468565b81610c0e5750600061046856
5h8160018114610c245760028114610c2e57610c5b565b8901915050610468565b60f f841115610¢3f57610c3f610cd556
5h6001841b915084821115610c5557610c55610cd5565b50620468565b5060208310610133831016604€8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd55650810468565b610c9h8484846001610b9F565h8086048211
15610cad57610cad610cd5565b02949350505050565b600081600020483118215151615610cd057610cd0610cd5565b50
0290565b634e487h7160e01b600052601160045260246000 fd f e RN I A F A e G EL
e904deb3aadhocsd27eadecafad87583c18a6e6473616c63430008010033



QmawU3NM1WNWkCiFvu8akyFE1l tTLBauRudYHBO9BvbOUWwWA

Contract Bytecode

919050565b600082610b9a57634e487b7160eW b81526012600452602481Ffd5b500490565b80825b6001808611610bb157
50610bdc565b818704821115610bc357610bc361T8cd5565b80861615610bd057918102915b9490941¢c938002610ba2565hb
94509492505050565h600061046860001960Ff8516600082610c0157506001610468565b81610c0e5750600061046856
5b8160018114610c245760028114610c2e57610c5b565Mg001915050610468565b60FF841115610¢c3f57610c3f610cd556
5b6001841b915084821115610c5557610¢c55610cd5565bh50§J10468565b5060208310610133831016604e8410600b841016
1715610c8e575081810a83811115610c8957610c89610cd5563610468565h610c9b8484846001610b9f565b8086048211
15610cad57610cad610cd5565b02949350505050565b6000816008400483118215151615610cd057610cd0610cd5565b50
0290565h634€487b7160e01b600052601160045260246000f d f eV RN Rl sk i PO PR EET sl Ik Pok gl dkelo

288f1c904debff8d27ead4ecal8abe6Ta987583c4736f6c63430008010033




Contract Bytecode

00490565b80825h6001808611610bb157 919050565h600082610b9a57634€487b7160e01b815:
18102915b9490941c938002610ba2565b 50610bdc565b818704821115610bc357610bc3610cd!
10468565b81610c0e5750600061046856 e 94509492505050565b600061046860001960T 85168,
b60FF841115610c3F57610c3F610cd556 ' 5b8160018114610c245760028114610c2e57610c5b5
31061013383101660468410600b841016 5b6001841b915084821115610¢5557610¢55610cd55
c9b8484846601616b9F565b8086648211 ~ 1715610c8e575081810a83811115610c8957610C896:
s151615616cdo57616cde616cd5565050 15610cad57610cad610cd5565b02949350505050565
0290565b634€487b7160€01b6000526011600452602:

e904deb3aa9b9c8d27eadecafa987583c18a6e64736



Contract Bytecode

919050565b600082610b9a57634e487b7160e01b815:
50610bdc565b818704821115610bc357610bc3610cd!

00490565b80825b6001808611610bb157
18102915b9490941c938002610ba2565b

10468565h81610c0e5750600061046856 ial h 94509492505050565b600061046860001960f 85168
b60ff841115610c3f57610c3f610cd556 paitiatiate 5b8160018114610c245760028114610c2e57610c5b5!
310610133831016604e8410600b841016 5b6001841b915084821115610¢c5557610c55610cd55
c9b8484846001610b9f565b8086048211 ﬁ 1715610c8e575081810a83811115610¢c8957610Cc896:
5151615610cd057610cd0610cd5565b50 15610cad57610cad610cd5565b02949350505050565!
0290565b634e487b7160e01b6000526011600452602.

e904deb3aa9b9c8d27eadecafa987583c18a6e64736



How to verify?



sourcify.dev Ul

L] L]
Verifier
Verify smart contracts by recompiling with the Solidity source code and metadata.

Old verifier UI avaiable at legacy.sourcify.dev

File Add Zone Contracts
Add the Solidity source files and metadata of all contracts you want to
verify.

COLLAPSE ALL

+ Import from remote ™ Import from Etherscan Storage v

¢ Import from GitHub

CLEAR FILES

.............................................

Added Files (2)

* 0x00878Ac0D6B8d981ae72BA7cDC967eA0Fae69df4/metad
ata.json

e 0x00878Ac0D6B8d981ae72BA7cDC967eA0Fae69df4/sourc
es/contracts/1_Storage.sol




API

Sends provided files for verification.

URL: /verify or /

Method : POST

Content-Type : multipart/form-data or application/json

{
"address": ...,
chain': ...
"files": {
"file-namel.sol": ...,

"file-name2.sol":



API

* Check by addresses (full match) : GET /check-by-addresses?addresses={addresses}&chainIds={chainIds}

® Check by addresses (full or partial match) : GET /check-by-all-addresses?addresses={addresses}&chainIds=
{chainIds}

e Get file tree (full match) : GET /files/tree/:chain/:address

e Get file tree (full or partial match) : GET /files/tree/any/:chain/:address
e Get source files (full match) : GET /files/:chain/:address

e Get source files (full or partial match) : GET /files/any/:chain/:address

® Get contract addresses (full or partial match) : GET /files/contracts/:chain

docs.sourcify.dev



https://docs.sourcify.dev

Tooling

@wighawag/hardhat-deploy

$ hardhat --network mainnet sourcify


https://github.com/wighawag/hardhat-deploy

° SOURCIFY g
Tooling

Contract Lookup v

Remix Plugin

Verifier v

Upload, verify & publish contract
metadata and sources.

Note:

1. Compile contracts in Remix,
before attempting verification

2. The metadata must be exactly
the same as at deployment time

@ ¢ o 0@

Search repository for verified
contract here.

Ethereum Mainnet v

0x2738d13E81e30bC615766A041




Tooling

Foundry

$ forge create Contract --verify --verification-provider sourcify

$ forge verify-contract <address> --verifier sourcify

$ forge verify-check <address> --verifier sourcify




Automatic Verification

e i.e. Monitor
e (Catches contract creations

e Tries to fetch

1) Metadata
2) Source files from IPFS

° Metadata file contains source file IPFS hashes too

e Automatically compiles and verifies



As a contract developer:

1) Use NatSpec documentation
2) Source code verification on Sourcify



As a contract developer:

1) Use NatSpec documentation

2} s e verificati S ourelf



As a contract developer:

1) Use NatSpec documentation
2) Publish (pin) metadata and source files on IPFS



As a contract developer:

1) Use NatSpec documentation
2) Publish (pin) metadata and source files on IPFS



Contract repository

e Served over HTTP (repo.sourcify.dev) and IPFS

e We pin the verified contract source files and metadata so that they are

accessible by decoding the bytecode.

15610cad57610cad610cd5565b02949350505050565bh6000816000190483118215151615610cd057610cd0610cd5565b50

0290565b634e487b7160e01b6000526011600452602460001d f VA Nl N AL VYA WV N A R VAL A B X Aol v A ELo L4
e904deb3aa9b9c8d27ead4ecafa987583c18a6e6473676c63430008010033) =

Metadata Hash (decoded)
ipfs://QmWTgspM5B1quNvdhXbS6ThXzyLZ5cUGHNTV8ZWIPQrQqj

e IPNS updated regularly
® /ipns/repo.sourcify.dev


https://repo.sourcify.dev
https://ipfs.io/ipns/repo.sourcify.dev

What can you do to achieve this...

...as a smart contract developer? ...as a wallet developer?



What can you do to achieve this...

...as a smart contract developer? ...as a wallet developer?



What is the goal again?

Ox474cf53d000COO0COOEOOBOOEOOO
000007d2768de32bOb80b7a3454c0
6bdac94a69ddc7a90000000000000
0000600COOEO283d0360cc60T45e0

50703233b361d3a6457b9fOOO0OOO0
0000000600COOEOOEOOEOOEEOEEOO
(ofo]c]ofo]e]ofo]e]ofo]e]ofo]e]ofo]e]olo]e]ofo]e]ofole]C)

Function
depositETH(address,address,uint)

Arguments
pool :Oxd9Db270c1B5ESBdL161E8c8503c55¢

EABeE709552

onBehalfOf :0x68b3465833fb72A70ecDF48
SE0e4C7bD8665Fc45

referralCode:0

deposits WETH into the pool
Oxd9Db270c1B5E3Bd161E8c8503cH55CcEA

BeE709552, on behalf of the account
Ox68b3465833Tb72A70ecDF485EQe4C7b

D8665Fc45 using native ETH. A
corresponding amount of the overlying
asset is minted



As a wallet developer

1) Fetch metadata
https://repo.sourcify.dev/contracts/full_match/{chainId}/{addresst/metadata.json



https://repo.sourcify.dev/contracts/full_match/11155111/0x2738d13E81e30bC615766A0410e7cF199FD59A83/metadata.json

As a wallet developer

1) Fe ta —

https://repo.sourcify.dev/contracis/iu=—rrreeRlchainldl/{addresst/metadata.json

—

—

Remember you can get it through the contract bytecode!


https://repo.sourcify.dev/contracts/full_match/11155111/0x2738d13E81e30bC615766A0410e7cF199FD59A83/metadata.json

As a wallet developer

1) Get contract bytecode eth getCode (“0x1fa47.b2c53f")

15610cad57610cad610cd5565b02949350505050565b6000816000190483118215151615610cd057610cd0610cd5565b50

0290565h634e487h7160e01b600052601160045260246000fdf e VANl N - YA WPl L e o A i ol mi=romac) o o Wds IOl
e904deb3aa9h9c8d27eadecafa987583c18a6e64736F6c63430008010033



As a wallet developer

1) Get contract bytecode eth getCode (“0x1fa47.b2c53f")

15610cad57610cad610cd5565b02949350505050565b6000816000190483118215151615610cd057610cd0610cd5565b50

0290565h634e487h7160e01b600052601160045260246000fdf e VANl N - YA WPl L e o A i ol mi=romac) o o Wds IOl
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2) Fetch metadata via the IPFS hash

We pinned it for you!

Metadata Hash (decoded)
ipfs://QmWTqspM5B1quNvdhXbS6TbXzyLZ5cUGHNTV8ZWJIPQrQqj



Solidity Contract Metadata

o ABI

. . 5
S UEale e dave e } How to interact with the contract?



As a wallet developer

1) Get contract bytecode eth getCode (“0x1fa47.b2c53f")

15610cad57610cad610cd5565b02949350505050565b6000816000190483118215151615610cd057610cd0610cd5565b50

0290565h634e487h7160e01b600052601160045260246000fdf e VANl N - YA WPl L e o A i ol mi=romac) o o Wds IOl
e904deb3aa9h9c8d27eadecafa987583c18a6e64736F6c63430008010033

2) Fetch metadata via the IPFS hash

We pinned it for you!

Metadata Hash (decoded)
ipfs://QmwWwTqgspM5B1quNvdhXbS6ThXzyLZ5cUGHNTV8ZWJIPQrQqj

3) Decode ABI + populate NatSpec comments for the method



@ sourceverify. > @ 0x0893..c54F

40

DETAILS DATA

FUNCTION TYPE: Contract Interaction

HEX DATA: 196 BYTES

0x85f6d1550000000000000000000000000000000
00000000000000000000000000000008000000000
00000000000000009d6a65c94e9¢cc3a588ac782e0c
ca7fd4d96dfa0e0000000000000000000000000000
000000000000000000000000000001€1855885¢c84
c494dc667abb18fdeca5db32d070edc52d1781b84b
120fb1b0350€74bcc0000000000000000000000000
00000000000000000000000000000000000000f65
7468657265756d2d6265726c696e0000000000000
000000000000000000000

Reject Confirm

. Source Verify Ac...  => ‘ registrar.eth

| CALLING FUNCTION |

¢0

DETAILS DATA

FUNCTION: register(string name, uint duration)
ARGUMENTS

name: "meetup-berlin.eth
duration: 1 year

DESCRIPTION:
Registers the domain ““meetup-berlin.eth™ for "1 year’,
show source

Fully verified on Sourcify

Reject Confirm




Ways to “human-friendliness”

e Sourcify

o Idea: show human readable descriptions via the NatSpec comments found in the metadata
e EIP-4430 & EIP-3224

o Richard Moore (@ricmoo) and Nick Johnson (@arachnid)

o Idea:Include a eipXXXdescribe function inside the contract that will return a human

readable description

o Can decode things like an ENS commit (bytes32 hash) but extra data (gas) in contract.
e EIP: Rich Site-Proposed Contract Metadata

o Dan Finlay (@danfinlay)

o Idea: The first point of contact with the contract address proposes metadata to the wallet

m visit app.uniswap.org — receive ABI + method describers from the website — save to the
wallet
o Backwards compatible and flexible but not bound to the contract itself



Ways to better UX:

Vi “% Thibaut Sardan
g I
Ao

@F ng

- decode and show contract calls even on L2 with
\ urc il

- warn if never interacted with this address

- say if the contract is verified We can dO better!
- block if known scam address

- warn for large amount

- warn for large fees compared to amount

e How many times was this contract interacted with?
e When was this contract deployed?

e Isthis contract audited and by whom?



Recap: What is Sourcify?

Technically:

e Anopen-sourced automatic smart contract verification service (Monitor)
e Auserinterface (UI), API (Server), and tooling (Plugins) to verify contracts manually

e A public, decentralized content-addressed storage (IPFS) of verified contracts (Repo)

More generally:

e Abase layer and public good for other tools to build on top
e An initiative to foster the use of Solidity contract metadata, NatSpec, and full verification

e Anongoing effort to improve smart contract UX, safety, and transparency



Thank you

@ sourcify.dev

O ethereum/sourcify
y @sourcifyeth

[m] Matrix chat: #ethereum source-verify:gitter.im

@ sourcify.dev


https://sourcify.dev

